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Illinois Trade Secrets Act and Confidentiality Agreements
by: Joette S. Dan, J.D.

llinois provides prdection for the wrangful use & confidenial information under the
lllino is Trade Seaets Act. A trade seret is genemlly defined as information that is suficiently
seaet to derive economic value from not being geneally known to other persorns who can dtain
economic alue fromits discbsure or use and is the sedijof efforts that are reasonablaler
the circumtances to maintaiits secrecpr confidentlity. In determimg whether a trade secret
exists he cout consides the etent to which the infomation is knavn outside of he employer's
business, is kown by employeg and thers involved in thebusiness,tie measwes tken by the
emploer to guard the secrecy of théoirmation, the vale of the infrmation to the empley
and 1 his or her compettors, the amouwnt of effort or money expended by the employer in
developng the infomation, and theease o difficulty with which the infomation caild be
properly acquired or duplicated by others.

Recently an Ilinois Appdhte Court considered whether anpéoger’'s cutomer list was
consideed a tade ®cret In an &tion against aformer enployee, he cout found thd the
emploer's customer farmation was ot a trade secret because the empltailed to take
"reasmable steps” to keep the information confidential. The caurt found that although electronic
copies of customenformaton were provided to emplegs on a need-to-know basis,ather
steps weretaken to restiict any physical cpies of he informaton. Far example there was no
evderce ttat theempoyer adised th& empbyees, erbdly or n wriing, tha the hformadion
was conflertial, and erployees wer@ot requied to sigra conidertiality agreerant. Howeer,
in another case, amployer's customer farmation wasdund to be protected as adie secret
be@useof the nuneous seurty measves tle enployer urdertook to potect tke irformation
where the employer kept its officegked, had special computer access codes for employees,
limited customer iilormation to persons on a need-to-know fasept hard copies of customer
lists locked, kept salesmen's call bdes and cstomer cads locked, hadsecuity camerasand
required employes to sign confidentlity agreemert thatstated tha the names oftte employer's
customes couldnot be use or distosed lecausehey elongd to the emloyer and wee
confidenial. Accordingly, both employees andmployers bould caefully considerthe ug and
enforceability of a canfidentiality ageement o protect confidential informaton in light of the
security neasures taken tlifie emplogr to proect information. For additionadmploynent law
information, peasevisit our wd ste atwww.joettedora.com.

*This article is not intended as legal advice. You should conghlaw attorney for individual
advice regarding your awsituation.
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